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| depuiySIe t RESeur ce Centeigl(IiiR C)iIS)z nonpr ofit
Or ganiiZzaLe/st at fo: jalizes 1NSt I E2N0f, 1dentity
theft. TOUEYESHN aliidn 1S provideaNs)y, aWelunteer
of ITRC acHipeNigi SO e capacity esieiol URLeer , 1S
based on | TRESSEEGELal M'€S8ar ch and exgerienceyith
the crime of IdegLiyAtiaelt, an@iis not intendedies, | egal
advice.

The information, stateMEfiSEehd opi@iens presented
here today are mine alo 2alEReEL, Not represent the
U.S. Government, the Depai@eépt of Defense, the
Department of the Navy, or Nav@" Network and Space
Operations Command.
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= Oy Co; =zl |D Thief

SUMMEMO1 —Ng&asury |letter SEp@iREBNy&Ssis to California
Jusaiciienal prowliesis w/ police reper
— SAMEUIMERESISSBI SY/E2 elnvestigati oneeRieh on Y9eEIHEd
— ThielRestalelisiesivir el essiaeeeunt after fr aldfalierts
Did own IRYEs1iEa1En, Work
— 2 x False W-2Siipiezliiemia, | RSjigplications

— Credit Report S@2BIENRACELt in NEWALor k

— Experian Merged SiEaMDELeN/, thief

— Arrested & appear ed TIGCENIE=IGk ot|f|

— 2 Felony convictions in Calfiieiem@enditionS@igEr obation
Dallas M or ning News, SmaiViGRE/RGE S 'vening News
House Financial Services Sub-@@mimliitee — FCRA Renewal

Effects continue today
— collection notices & death threat
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—unique electronic identificatl
routing code;

—telecommunication identifying infor mation or access device
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WA C ar e 2El, YOA] heft?

n Witiph/eun/N e, Birth daesss SSIN, a
thierezis

— Establish Gigea
— Open bank asEEHnl

20

— AcCcess var 1ous WEBSsIies
— | RS Problems

— Lawsuits

— Get you arrested
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SEIE, el pIeS..
n ERNSIeck agployee accusssiomideniiiy theft”

“ ForfemEngancialNigstitution Engleyes Segtenced
For Unatithefizes Comeuter Accessiieneist one
Account INeEmMENGN |nEatest Bank FiEabe/hd e
Theft”

m “STATE WORKERMGIHAR GEBNIN MASSIVE
IDENTITY THEFTSSEANEA. NsUR@ice Fund
Employee Pilfered OfffegiEliesiand USEd Stolen
| dentitiesto Obtain Goodsg

m TriWest Theft — 1,200,000 | demiAty Records
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miilien vielims last year

m CostsVilchimsis4,500k, 510,200 9EREh ME
— 67% Is SdSilRENchedit Calge, 19% baRkageiateC

gahinanelial 1nstitutiers 1s

m | 0ssto businesses
BiHien

greater than $56

O
~—

m Most goes unrepor (&g

* Asper Federal Trade Commission Study
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SEWAl MEves Geligentiiy | nfo

ISIESIDIVINGg m Scam
m Mail theft = iier mation BIGKEr s
m Stolen/L ost walleiSEssAn pliCaiien for m

m Shoulder surfing geputer invasion
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DUalSifke. .
— Peseriwnnese 1Nfiwas used
— M er ciani Wi hasYeshser vices / Tere

= Nobody is Namune
— |t Isan equal"epEERIENItY CRINE
— Can be a victim Tg@mnsiith, to BEJend death

m Examples:
— Flag list posted on web

— TriWest
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— Provides yourNG@iieNnseas. of t wn when stepped by

m |dentity Cloning

— Imposter usesyour infoto es a new life; they work
and live asyou
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SO0 oEy USSYED: Tdentity 2~

m S8Y%0 - CreditCand fraud

m 219 Eaene,or Gt es frauc

m 17/% - BanksiiEno

m 11% - EmpleyieEita:el aresiraud

m 8% - Governmenieeenmentisy benefits fraud
m 6% - Loan fraud

m 19% - Other ( crimindlgimésiieal, e-mail )

* Asper Federal Trade Commission Report




\ © 2004 Identity Theft Resource Center
S s
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Widel, aseut the v

m YAY6ElEN.8 tOMS, years ol0
= 6076 EENIEINROt TVl enforcegent
m Five woighleeanons@per 100K resieentss
— Washingieiip@
— Seattle/ BelleyenwysEyer et
— San Diego
— Phoenix
— Tampa

* Asper Federal Trade Commission Report
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*CALIFORNIA

DRIVER LICENSE
EXPIRES 11215203 B6016494
. JENNIFER EMILY LYNCH
| 2599 SACRAMENTO ST
SAN FRANCISCO Ca 94115

SEX:F HAIR:BRN YES:
HT:5-85 WT:188  DOB: 1~ 11“--@1

i H
[ J__ 'm.J, uy j
Fd

W

B&/13/2881 EE"' ED/A3

Jennifer Emily ch ?
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-~z CALIFORNIA 2=

DRIVER LICENSE -l
EXPIRES 01-20-63 981@8479 S

BRENDA MELANIE GIRVIN
1550 EDDY ST APT 522
SAN FRANCISCO CaA 94115

SEX:F HAIR:BRN EYES:GRN
HT :5-84 WT=115 DOB:@1-28-75

B5/16/2001 583 C4 FD/@3

Brenda M e armé@@ir vin ?
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Ao e , DHIUE._H_LICENSE CLASS: C
EXP -‘r.:;.:- 18-11-83 " C AT j_l.
. | ROSEMARIE DEERA BOOTHE

1932 51ST AVE
OAKLAND Ca 24681

SEX:F HAIR:BRN E“:'ES ERN
} HT:5-85 WT:108 DOB: 11-67

#m= CALIFORNIA ==

{iﬁmfﬁm‘r? &,

B6/13/2801 387 FD/B3

Rosemar e Debreigmoothe ?
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s7 CALIFORNI

DRIVER LICENSE b
EXPIRES 87-27-85 __ B55£0854 ==el

DEBI ANN BARKER
686 KANSAS 5T
SAN FRANCISCO €A 94107

SEX: F HAIR: BRN E‘H‘Es GRN
HT:5-904 WT:118 DOB 87-77-59

.-E""_, {-‘ /
Lihe Pask.
12/@1/1999 235 RE FDIBS

Debi Ann Bapiker ?
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SAN FRANCISCO POLICE

MUGSHOT PROFILE
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= Degiesiciedit Niar tgage OIiGaNn
m Coll eelien mes ces
m Denied dgivessihicernsenenaewal

m Dischar ged Yii@myeh, or Wenied empl@yigent
= Change In InsURGREENaLES

m Billsor credit car dSi/eUNIE/er Yeguested

m Law Enforcement AgegEyaaiification

m Arrested
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[GEnhtVbheft Preyantion

JJF iGN e Cell totally Jevent 1
errorr FOECU e toyou |efeTsige

some pOositveEs hak e whi CraRi
decreasey |
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SidiminabhD T helifRrevention

Uniessiyelive DEEp. ar r esteailietely , e
only geseiieaysto Gigeck for evideaee Of
criminal \giBAtheft NBhto havessial
enfor cemert hec natiefial data bases
for warrants d@eliiSIeU .




© 2004 Identity Theft Resource Center

=iencialbhD T héid2: evention

Pansonalflr ot ecti onnYVIIEzsUres

aPr actices
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=RaNcCliahl D T NeidPreyention
ParRgEnal Eaotect Ontivi.easLir es

m Chiecayoliacr edftigepor ts annuiilly
— FCRANMIGIA9IRGY desSiinplementat IGNIINROOESS
m Guard youigSeeieidSccuiian umber
m Don’'t carry CARUSWV/ASSN ORRIE
m Guard your persoRaiingiermation

m Opt out of pre-approvedieresithofferg® Call 888-
50PT OUT

m Shred documents— Destroy Weiger s with sensitive or
Identifying info
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=RaNcCliahl D T NeidPreyention
ParRgEnal Eaotect Ontivi.easLir es

m Be'Sispiciels of teiéphone soliClteRs

m Never previceErinior mamen unless YelNmik ateaithe
call.

m | it sounds tOGEEERN
m Guard your Incornig@ieaehitgo ngimall

— “What’sin your mailD@x&s

— Locked mailbox

— Never leave mail unattendedN@@eIek up

— Monitor your mail for the regul@r itemsyou get
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r]rJ;‘. Al | D T ReiaRPreyention

ISR al rot ect1 Gl easLir es

m FIrRealINSeit\ware
m PassweeNelieect | of
—- PC
i DAY
m Maintain softwel
— Trojan horses/

— Spy programs
m Deal only with secur e WEgSILES

|D Theft isjust one bad thifRg that can happen
without good Computer Security Measures
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Siganciely D | NEpRreyention

SUSesshact| ces

-

| O)

m ASgtherour “WWhs’' prior t@icalilect
— WRyARieEmnat onyiSiae ng col | Seted
no WillNaveaccesSsiie,my | nfor Manien:
nat steSHINGEL ak ElqNesotect 1t?

nat steps WillRsEieken tepdispose of my
I ecor ds when NENEEER cc0Eu?

m Limiting data to thatigierrs absolutely
necessary to complete tRg"task / function
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BN CIEl ‘th Syention
SpIBY e actICEs

forggessonal belGeiines
ecksWjgeN hiring
'eth: tOWBRO over INTe
Secur e stor aYEIEINEERSoNal@Eba — paper SEEE
Monitor | T starfEpiaNAALo privete info of NTany
Posting educational\@esiens

Workplace | D Theft on the riss steal one person’s
data when you can steal hundreds or thousands?
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NV, DEERME a VilsH);

ALWAYS communicate via Certified / Return Recelpt




© 2004 Identity Theft Resource Center

Salpirg &SRR acyaRIghts
| the averape Wietlm
e and $1400NR Gl

Ing theN@amade
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NRVOL DEERME a VisH);

m RHEIEN0I ceYEport — get e

m Placelifauehal ertiiall 3 credi

m Go buy'aliegieek - deeLment e erth g

m Passwor d oNgalifgeeountsanot M omesigame
m Get Certified MQlIR&REL ur fgReceipt Cards
m Set up afiling systeng

m SAVE EVERY THING {{i@é&»out)

ALWAYS communicate via Certified / Return Recelpt
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G2 Steps
Edit reportSaive
SRiyAIgELd Ul eRidecounts

— | nforvraliftdechedit oSt h fr audul EREREEEEL NTS

— Ask theseGrRediiieEsSHior copliesiof the appliGaliens
application TjiGEENIER, andWgesaction INnfORGENGN.

m Give copies of ESEeN ourvdetective for
evidence and to hOEEUiiyAtr ackdilae criminal.

m Report SSN Fraud to'S@gléissSecur ity Hotline

ALWAYS communicate via Certified / Return Recelpt




N IYAS thi's CidifE 9! tlcularly
parehon milTveigysViet ns?

Semennies, dif et to place NEau@ral eis
— VNiteigyamBy.es = Tiedpent addr essien rmﬁ-
— DataNggsesiilgeiniced @IRAS have tr oulBiEieEEp noW|e

Jur isdicti CEeiRaiREzs

— State wher eNiVIeE@Inbase 74@iihbase? TypEwiNese?
— Whereis crimineliz

Secur ity clear ance WHEBEIie

— Filepolicereport

— Notify SSO, provide copl ES@ElEYent documents
Power of Attorney / deployméges aboard ship
Finding time, money, & resourcesto resolve
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m States
— Virginia NSigZMiBe6. 3
— Maryland : ANIRZYAsiZE
m Check your Iindivigligifstat e Siabiutes

m Criminal codesregar dingi@entity Theft
vary from state to state
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Cor®le [nlfe

— EquiEexaEiac — (S00N525-6285

— ExpeNgiiEraneh- (856)888./-3742

— TransUn@gEiRatie. (SOUNEE0- /289
Social Secur IYFAGENE

— Fraud Report - (GOE)R26E502 /1
Passports — Depar t EgReIRShat e

Drivers License — Applieaisieisiv,V
Professional License — Appiiieaigiie”A gency
-TC —www.ftc.gov then “ Idedtity T heft”
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B SIIERIChecKS
— CNeckiRItE:, (80@)W66-2743

— Che \/Jrff\~ 800)pE28-9623 (cleseaich eCriig
accounts

— Cr ossCheCkea(GOE)Rs52- 106

— Equifax - (800 EyESL2(

— International ChesieSERMices - (E0L) 631-9656
— National Processing@eRINEE®) - (5§00) 526-5380
— SCAN - (800) 262-777X%

— TeleCheck - (800) 710-9898
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